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This manual is intended for educational and informational purposes
only. It does not constitute legal, professional, or psychological
advice. Readers are encouraged to apply judgement appropriate to
their circumstances.
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Preface

Digital life has brought comfort, speed, and opportunity to millions of Indians. Today, students
and young professionals use their phones for nearly everything including classes, banking,
shopping, identity verification, job applications, travel, and communication. This convenience is
remarkable, but it also creates a landscape where careless moments can lead to real harm. This
manual was created to offer steady, practical guidance for navigating that world safely.

Digital safety is not about fear. It is about calm thinking, slow decisions, and clear habits.
Most scams succeed not because people are foolish, but because scammers create urgency,
emotion, and confusion. A moment’s pause can prevent nearly all of them.

The lessons in this manual repeat certain ideas intentionally.
You will notice the same advice appearing in different chapters:

. Pause before acting

. Verify before forwarding

. Question unusual requests

. Use a desktop or laptop computer for careful checking

. Ask the Golden Questions: “Why should I trust this?”” and “Who benefits if |
act quickly?”

These repetitions are not accidents. They are reinforcement, because effective safety comes from
habits, not from memory. New scams appear every month, but your habits, your steady way of
thinking, protect you even when the situation is unfamiliar.

This manual also aims to speak without panic, without exaggeration, and without cynicism.
Not every message is a threat. Not every call is dangerous. Most people are honest, and India’s
digital systems are generally robust and well-designed. We simply need to be thoughtful when
dealing with the unusual, the unexpected, and the out-of-context.

Students and young professionals deserve tools that help them make wise decisions in a fast-
moving digital world. This manual offers those tools: clear thinking, calm responses, and the

confidence to navigate modern life without fear.

If these pages help even one young person avoid harm, regain clarity, or build strong digital
habits, then this work has served its purpose.
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This manual grew out of many years of observing how ordinary, well-intentioned people
encounter digital trouble—not because they are careless, but because modern systems move
faster than human judgement is usually trained to move.

Much of what appears here has been shaped by conversations with students, young professionals,
educators, family members, friends, and colleagues in India and abroad, who shared their
questions, confusions, and experiences with scams, misinformation, and digital pressure. Their
real-world situations helped determine what deserved emphasis, what needed repetition, and
what could be left out.

The structure and tone of this guide reflect a deliberate choice: to prioritize calm reasoning over
alarm, habits over fear, and clarity over technical detail. Where official advisories tend to be
fragmented or overly formal, this manual attempts to collect essential ideas into a form that can
be read slowly, revisited when needed, and applied without specialized knowledge.

This work also draws indirectly on public guidance issued by Indian institutions such as banks,
regulators, cybercrime authorities, and government portals, as well as on widely reported
patterns documented by journalists and researchers. Any errors of interpretation or emphasis
remain the responsibility of the author.

The manual is intentionally repetitive in places. That repetition is not stylistic weakness, but a
reflection of how habits are built. Digital safety is less about remembering rules and more about
developing steady reflexes under pressure.

These pages are offered without any claim of completeness. Digital threats evolve, technologies
change, and no single guide can anticipate every situation. Readers are encouraged to question,
adapt, and apply the ideas here thoughtfully, in ways that suit their own circumstances.

If this manual helps readers pause before acting, verify before responding, and regain a sense of
calm control in the digital world, then it has done enough.
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How to use this Document

You will notice repetition of some ideas across chapters in this document. This is
intentional. Each chapter is designed to stand on its own, so that readers can
consult a specific section when they need it without having to read the entire
manual from start to finish. Key principles—such as pausing before acting,
verifying information, and asking who benefits—are repeated to reinforce good
habits over time.

This manual is best used slowly. Reading one chapter at a time, reflecting on it, and
returning to relevant sections when facing a real situation will be far more effective
than rushing through the whole document at once.
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Chapter 1 — Purpose of this Document

Digital life brings convenience, speed, and opportunity. Students and young professionals in
India increasingly use their phones for banking, learning, shopping, identity verification, and
social connection. For most people, the smartphone has become the primary tool for both

personal and professional life.

With that convenience comes a reality we cannot ignore: one wrong click, one rushed decision,
or one mistaken assumption can lead to financial loss, identity theft, or emotional stress. This
isn’t because technology is unsafe — it’s because certain people misuse it to take advantage of
others. It helps to remember that, generally speaking, security is inversely proportional to

convenience.

This guide exists to help you stay safe even when systems are made more convenient.

Why Students and Young Professionals Are Targeted

1. High mobile usage: India’s youth are online constantly — making them easy to
reach.

2. UPI adoption: Fast, simple payments attract both honest users and dishonest
actors.

3. Job/internship pressure: Scammers exploit ambition and urgency.

4. Social media openness: Personal information becomes easier to misuse.

5. Limited structured training: Schools and colleges rarely teach digital safety in a

practical way.

You are not targeted because you are careless. You are targeted because you are reachable.
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Digital Safety Is Not About Fear.

This manual is not here to scare you.

It aims to help you develop:

calm thinking,
good habits,
slow decisions, and

basic verification skills.

You do not need advanced technical knowledge.

You only need the ability to pause and check whether something makes sense.

The Core Principle

Most scams succeed because people act fast — not because they are foolish.

Slowing down for a moment is often the difference between staying safe and getting into trouble.

The Balanced Use of the Two Golden Questions

You are not expected to question every message from known or trusted sources.

You use the Golden Questions only when something comes from:

Version 1.0

an unknown number,
an unusual request,

an unexpected message,
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. or a situation involving money, personal data, or urgency.

This is not about becoming cynical.

It is about becoming aware.

Why This Guide Works

This guide teaches:

. what threats look like,

. how scammers behave,

. what red flags to notice, and

. how to build habits that protect you automatically.

The goal is not to avoid technology. It is to use technology safely, confidently, and wisely.
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Chapter 2 — Why This Guide Exists

Information about digital safety is already available in many places — government advisories,
bank notifications, cyber-police announcements, news articles, and scattered online posts. Yet
most students and young professionals still feel uncertain about what is safe, what is risky, and
what to trust. The problem is not lack of information; the problem is fragmentation.

Different sources tell you different things:

. one says “never click a link,”

. another says “check the link carefully,”

. another says “call customer care,”

. and yet another warns you not to trust incoming customer-care calls.

This can be confusing.

This guide does one job:

collect the essentials, simplify them, and present them in a calm, practical, India-specific way.
Why existing material doesn’t fully help

1. Scams evolve faster than official advisories

By the time a warning reaches newspapers or TV, scammers have already moved on to a newer
method. Students need principles, not just lists of examples.

2. Official advice is often too technical

CERT-In advisories, RBI notices, and bank guidelines are written for institutions, not everyday
users. They rarely explain the reasoning behind each rule.

3. Schools and colleges rarely teach this formally
Most students learn digital safety the hard way — after a mistake. We want to prevent that.
4. Social media forwards mix truth with rumor

Students rely heavily on WhatsApp, Instagram, and short-form content, where accuracy varies
widely.
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5. Emotional manipulation spreads faster than facts

Scammers know how to create:

urgency
fear
greed
sympathy
confusion

These emotions bypass critical thinking.

Why this guide focuses on reasoning, not just rules

Scams change every few months.
But the underlying principles and tricks remain the same:

pressure — urgency — confusion — action.

If you understand why a rule exists, you can protect yourself from new scams that have not yet

been invented.

This manual emphasizes:

patterns,
mindsets,
habits,

red flags, and
slowing down.

Once you learn how scammers operate, their techniques become predictable.

When to apply caution (and when not to)

We do not want you to become cynical or suspicious of everyone.
You apply the safety mindset only when something:
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comes from an unknown number,

is an unexpected request,

from an unverified sender,

is a situation involving money,

involves anyone pressuring you to act quickly.
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Normal messages from known people usually do not require caution. But when a request feels
out of context, urgent, or involves money or credentials, it is wise to pause and verify — even if
the sender appears familiar.

This manual teaches balanced awareness, not paranoia.

Why verifying on a desktop or full-screen device is safer

When you need to:
. check a suspicious message,
. research a company,
. review a government portal,
. or verify a job/internship listing

prefer doing it on a computer or at least a full tablet screen, not on a mobile phone.

Rationale
. Screens are larger — easier to see the full URL.
. Desktop browsers make it easy to have multiple open windows to do research.
. Typos and fake domains are more obvious.
. It is harder for scammers to hide elements on a full browser.
. You are less likely to click impulsively on a desktop.
. Desktop browsers show more security information.

A desktop does not make you invincible — it simply reduces mistakes caused by rushed mobile
browsing.

The goal of this manual

To help you:
. think clearly,
. stay calm,
. recognize patterns,
. verify before forwarding,
. and protect your time, money, identity, and peace of mind.

Digital safety is a life skill. This guide teaches it in a way that fits today’s India.
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Chapter 3 — Digital Safety Basics

Digital safety begins with understanding a few simple truths about how identity, money, and

information flow through India’s digital ecosystem. You do not need technical expertise; you
only need clarity on what is important and why.

Most online risks become easy to avoid once you understand what actually matters and how

scammers think.

1. Your Digital Identity Has Layers

In India, certain pieces of information are more sensitive than others. Think of your identity as
having multiple layers:

Low-risk information (public-friendly):

. First name

. Basic interests

. Public profile picture
. Education

These can be shared cautiously.

Medium-risk information:

. Mobile number
. Email address
. City you live in

These should be shared only when necessary, because they allow strangers to contact you.

High-risk identity information:

. Aadhaar or PAN number

. Bank account details

. UPI ID + mobile number pair

. Date of birth and Address

. Photos of ID documents
Rationale:

High-risk data can be used for impersonation, unauthorized Know Your Customer (KYC)
information, loan fraud, SIM swap attempts, and identity theft.

If someone asks for these without a very clear reason — stop immediately.
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2. Understand the Meaning of OTP

An OTP is not a verification code. It is authorization.

What an OTP really means:
. access to money
. access to accounts
. access to identity
. access to stored documents
. access to linked services

If someone else gets your OTP, they can act as you.

Golden Question:
“Why should I trust the person asking for my OTP?”

If the request didn’t come from you initiating an action, it is almost certainly fraudulent.

3. QR Codes: What They Can and Cannot Do

QR codes cannot steal money automatically.

They only initiate an action after you consciously approve that action.

A QR code cannot:
. withdraw money by itself
. read your bank account
. access your phone
A QR code can:
. request money from you
. take you to a malicious website
. trigger a UPI “collect request”
. lead you to a fake payment page

Golden Question:
“Who benefits if I scan this?”

If the benefit is unclear — don’t scan.
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4. Safe App Installation

Stick to official app stores:
. Google Play Store
. Apple App Store

Avoid:
. APK (Android Package Kit) downloads from unofficial sources
. Websites offering “premium unlocked versions”
. Links sent by strangers
. Apps asking for too many permissions
Rationale:

Most malicious apps enter phones through APKSs or links.

A good rule:

If the app isn’t important enough to be in the Play Store, it’s not safe enough to install.

5. App Permissions: What Should Be Allowed
Apps should ask only for what they need.

Examples of reasonable permissions:

. Camera apps - Camera
. Payments apps - SMS/notifications
. Maps — Location

Examples of suspicious permissions:

. Flashlight app asking for access to contacts
. Music app asking for storage and camera

. Notes app asking for microphone

. Random app asking for full file access

Golden Question:
“Why should this app need this permission?”

If there is no logical reason — deny it.
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6. Public Wi-Fi: Use with Care

Public Wi-Fi is convenient but risky.

Safe for:
. casual browsing
. reading articles
. watching videos

Not safe for:

. banking

. UPI payments

. email login

. government portals

. college/office logins

. downloading apps
Rationale:

Public networks can be monitored, or faked by attackers.

Prefer:
. your mobile data
. personal hotspot
. or later verification on a desktop network

7. Why Scams Work: Psychological Triggers

Scammers rely on:

. urgency (“do it quickly!”)

. fear (“your account will be blocked”)

. greed (“you will earn X500 per task™)

. sympathy (“I lost my wallet”)

. confusion (“press this button, I will guide you”)

Once emotion enters, thinking exits.
Rationale:
Understanding emotional triggers helps you stay calm.
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8. Recognizing Suspicious Situations

You only need caution when:

. the sender is unknown,

. the message is unusual,

. the request involves money or ID,

. the tone is urgent,

. or the link looks strange.
Standard Red Flags:

. Unknown links
. Unexpected OTPs

. Threatening messages

. Compliments from strangers

. Job offers without interviews

. “Your Aadhaar will be suspended” messages
Golden Habit:

Before clicking or replying:
Pause - Think — Verify
9. How to Identify a Scam — Basic Pattern

Most scams begin with:
1. Unexpected contact

2. Urgent request

3. Appeal to emotion

4. Instruction to perform an action
5. Isolation (don’t tell anyone)

If you see even two of these — stop immediately.

10. Desktop/Full-Screen Verification

Whenever something looks slightly suspicious:

. a message
. a job posting
. a payment link
. a government form
Version 1.0 clearthinkingbharat.org CC BY-NC-ND 4.0
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. an internship portal
. a recruitment website

Do not investigate it on your mobile.

Prefer:
. a desktop,
. a laptop,
. or a large tablet screen.
Rationale:
. URLs are clearer
. Fake domains are easier to spot
. You’re less likely to act impulsively
. You can search multiple tabs calmly
. You see warning details mobile browsers hide

This one habit prevents many mistakes.
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Chapter 4 — Understanding Online Scams in India

Before learning individual safety rules, it helps to understand how scams actually work. Once
you see the patterns, everything becomes easier to recognize — even new scams that have not

yet been invented.

India’s digital systems (UPI, Aadhaar, online banking, job portals, social media, courier
networks) are fast and convenient. That speed creates an efficient environment for honest use —

and a tempting environment for dishonest use.

Scammers know this.

They know your habits.

They know your routines.

And they adjust their methods accordingly.

This chapter explains the common mental tricks, the typical structures, and the predictable stages

that most scams follow.

1. Why India Is a Global Target
1.1 High mobile penetration

India has one of the world’s largest smartphone user bases.
More phones = more potential targets.

1.2 Heavy UPI usage

Fast payments are great for honest users — and attractive to scammers because money moves

instantly.
1.3 Young population

Young adults are often:

. job hunting

. applying for internships

. moving cities

. signing up for new services

This creates openings for fake offers and imitation portals.
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1.4 Social media openness

Indians often share more personal details online than users in many other countries.

1.5 Lack of structured training

Most people learn digital safety only after making a mistake.

2. The Three Pillars of Modern Scams

All digital scams — financial, job-related, identity-related, AlI-powered — stand on three

psychological pillars:
(1) Trust

They first make you believe they are legitimate.
They imitate:

. banks,

. government agencies,

. HR recruiters,

. delivery companies,

. or even “friends in trouble.”
(2) Urgency

Scammers never want you to pause and think.
If you slow down, you will notice the trick.

So they push:

. “Immediate action needed”

. “Your account will be blocked”

. “Offer valid only for 10 minutes”

. “This is confidential — act now”

. “Don’t tell anyone; just follow my instructions”
(3) Action

Scams always end with a required action:
. Click this link
. Enter your PIN
. Scan this QR code
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. Share your OTP

. Install this app
. Send your documents
. Transfer money

When you see Trust + Urgency + Action, treat the situation as dangerous.

3. The Standard Scam Sequence (Highly Predictable)
Nearly every scam follows this simple, repeated structure:
Step 1 — They Contact You

You did not ask for it. They reach out first.

This includes fake:
. bank calls
. courier calls
. job offers
. customer support
. prize winnings
. internship opportunities
. investment tips
. UPI messages

Legitimate institutions rarely contact you out of the blue.

Step 2 — They Get Your Attention

They use:
. authority (“I am calling from the bank”)
. fear (“your account will freeze”)
. reward (“you earned X5007)
. sympathy (“I am stranded”)

Step 3 — They Create Urgency

“You must do this immediately.”
They want speed, not accuracy.

Step 4 — They Guide You Through the ‘Solution’
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They will tell you exactly what to do:

. “Click this”

. “Share your screen”

. “Enter your PIN here”
. “Install this app”

. “Open this link”

This is where the trap happens.

Step 5 — They Isolate You

They say things like:
. “Don’t tell anyone else”
. “This is confidential”
. “Your family may not understand this”
. “Trust me, I am trying to help”

Isolation is a classic scam tactic.

Step 6 — The Loss Happens

This could be:
. money loss
. data theft
. identity misuse
. emotional manipulation

Once the action is done, the scammer disappears.

4. Common Scams in India Today

This is not an exhaustive list — just the ones students and young professionals see most

frequently.

4.1 Fake Job Offers

. Gmail/Outlook recruiters

. Calls promising “easy work from home”
. Payment for “task verification”

. Fake interview links

. Telegram task groups

4.2 Fake Internship Portals
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. Fancy website, no real company

. Certificate selling
. Collecting Aadhaar/PAN early
. “Registration fee” scams

4.3 Courier/Parcel Scams
. “Your package is stuck due to incomplete KYC”
. Fake customs calls
. Fake shipping links

4.4 UPI/Payment Scams
. Refund scams
. QR code misdirection
. Collect-request fraud
. Fake payment confirmation screenshots

4.5 KYC-Update Scams

. “Your account will be blocked today”
. Fake bank SMS
. Links requesting personal details

4.6 Loan App Scams

. Illegal apps
. Heavy data harvesting
. Threat messages

4.7 Social Media Scams

. Friendship requests
. Investment tips
. Account-cloning messages

4.8 Al Voice Cloning
. Calls imitating a family member
. Emotional requests for urgent money

5. How to Identify a Scam — The Basic Pattern

You only need to remember these five markers:

A scam is likely if:
1. It came from an unknown number.
2. It contains urgency.
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3. It asks for money or personal details.
4. It discourages verification.
5. It benefits only the other person.

If two or more of these appear — stop immediately.

6. Common Emotional Tricks Scammers Use
Humans respond strongly to emotion. Scammers exploit this.
Fear

“Your account will be blocked.”

Excitement

“You won X20,000!”

Greed

“Earn X500/hour from home.”

Sympathy

“Please help me urgently.”

Confusion

“T will guide you step-by-step.”

Authority

“This is the bank manager speaking.”

Whenever you feel strong emotion, pause and ask:

. Why should I trust this?
. Who benefits if I act now?

7. Why These Patterns Matter
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Scams change rapidly, but human behavior does not.
Once you understand scam psychology:

. you stop reacting emotionally,
. you start noticing the pattern,
. and the scam loses power.

Knowing the pattern is more valuable than knowing the examples.

8. Desktop Verification Reminder

If a message or situation feels even slightly unusual:

. don’t explore it on your mobile
. take it to a desktop or laptop
. view it calmly on a full-sized screen

Large screens slow down your thinking and show more details, which is exactly what scammers

don’t want.
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Chapter 5 — Financial Safety: UPI, Banking, and Cards
Financial scams are the most common and often the fastest to cause damage.
Fortunately, they are also the easiest to prevent once you understand the patterns.

India’s financial systems are modern, fast, and generally secure. The weak point is almost always
human decision-making under pressure — not the technology.

This chapter teaches you how to protect your money by using calm thinking, slow decisions, and
clear reasoning.

1. UPI — Safe When You Use It Safely

UPI is extremely secure when you:

. initiate the action yourself,
. use verified apps,
. and keep your PIN private.

Most UPI scams come from misleading instructions, not from hacking.

1.1 What UPI PIN Really Means

Your UPI PIN allows:
. sending money
. approving transactions
. authorizing payments

It does not protect you if you share it. No one can “help” you by asking for your PIN.

Golden Questions:
. “Why should I trust the person asking me to use my PIN?”
. “Who benefits if I enter this PIN right now?”

If the answer isn’t clear — stop.

1.2 The “Enter PIN to Receive Money” Scam

This is the most common UPI scam.
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The script:

. Scammer says they owe you money
. They send a QR code or fake screenshot
. Then they instruct: “Enter your PIN to receive the funds”

Truth:
Entering your PIN never receives money; it only sends money.

If someone says otherwise, they’re lying.

1.3 QR Codes: Safe Only in One Direction

A QR code cannot pull money from you automatically.

But it can:

. lead you to a fake page

. trigger a “collect request”

. make you send money unknowingly
When QR codes are safe:

. paying a shop

. paying a known person

. paying someone you intended to pay

When QR codes are dangerous:

. unknown senders

. job recruiters

. random WhatsApp contacts

. anyone saying “scan and you’ll get money”

Golden Question:
“Who benefits if I scan this?”

If the answer is “someone else” — don’t scan.

1.4 The “Collect Request” Trap

You see a UPI pop-up:
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XYZ requested 34,500. Approve?
Enter PIN to continue.

If you didn’t initiate it — decline.

Scammers count on people approving by mistake.

1.5 Fake Refund Scams

A scammer pretends to be:

. a seller

. an HR representative

. a courier company

. a bank employee
They say:

“We will refund your money — just approve this request.”

Refunds never require:

. entering your PIN
. scanning a QR code
. sharing your OTP

A real refund happens automatically.

2. Banking Safety: SMS, Calls, and Links

Banks do not operate like scammers. Knowing their normal behavior helps you spot fakes
immediately.

2.1 How Real Banks Contact You

Real banks:
. do not threaten or pressure you,
. do not ask for OTP,
. do not ask for PIN,
. do not ask for PAN/Aadhaar over call,
. do not ask for remote access,
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Legitimate contact from a bank is:

. calm

. structured

. non-urgent

. and never asks for sensitive information

If any call or SMS violates these qualities — ignore it.

2.2 Fake Banking SMS Red Flags

Fake messages often:

. have shortened URLs

. contain spelling errors

. use unofficial sender IDs

. create urgency

. direct you to imitation websites

Example fake SMS:

“Your SBI account will be suspended today. Update KYC immediately: sb1-kyc-check.cc”

Modern scammers use domain tricks like:

. sbi-veriy.co
. icicl-banking.net
. hdfc-alert.in-com

These are fake.
Desktop verification rule:

Always check bank URLs on a desktop or full screen.

2.3 Fake Banking Calls

Scammers impersonate:

. “bank manager”

. “KYC team”

. “fraud prevention”

. “credit card department”
. “loan team”
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They say things like:
. “Your account will be frozen”

. “Your card is blocked”

. “Your KYC has expired”

. “We detected suspicious activity”
Then they instruct you to:

. share OTP

. enter PIN

. install an app

. click a link

Real banks do none of this.

Golden Question:

“Why would a bank call me for something that normally happens in the app?”
3. Card Safety (Debit and Credit)

Card scams are less frequent due to OTP requirements, but they still occur.

3.1 Safe habits

. Never share card photos

. Cover card number when entering

. Keep card in secure apps only

. Enable transaction alerts for every charge

3.2 Fake card-block messages

Same patterns as fake bank SMS:

. urgency
. unknown links
. threats of deactivation

3.3 International transaction scams
If you did not enable international usage but get SMS alerts — call your bank directly.
4. Loan App Scams — The Silent Trap

Illegal loan apps are some of the most psychologically harmful scams.
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They offer:

Then they:

Red flags:

Rationale:

Loan apps often don’t steal your money — they steal your peace.

instant approval
small loan amounts
“zero documentation”
“no credit check”

harvest contacts

steal photos

demand repayment with interest
threaten to message your friends
harass you relentlessly

APK-only download

App not on Google Play or Apple App store
Asking for contacts, photos, SMS access
Instant pressure

Fake legal threats

5. The Fake Job Refundable Fee Scam

Scammers impersonate real companies using:

genuine logos
fabricated offer letters
fake HR emails
WhatsApp messages
convincing stories

They claim you have been:

shortlisted

selected for cabin crew
selected for customer service
chosen for “urgent hiring”

Then they ask for a small payment:
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. 8001500 for an ID card

. 1200 for “security clearance”

. 3000 for “training kit”

. 900 for “refundable processing fee”
They promise:

“Refund will be given after joining.”
This is a scam. 100% of the time.
Golden Questions:
. “Why would a company charge me money to hire me?”

“Who benefits if I pay this?”

Rationale:
Legitimate employers never charge applicants for anything.
If money flows from you to them — it’s fake.

6. The Core Rule of Financial Safety

If someone asks you for money in order to give you money — it is a scam.

There are no exceptions to this.
None.

7. Immediate Red Flags (Financial Scams)
. Promises of refund
. Asking for PIN
. Asking for OTP

. Sudden collect requests

. Threatening SMS

. Payment links from unknown numbers
. QR codes sent by strangers

If two or more red flags appear — disconnect immediately.
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8. When Should You Verify on a Desktop?

Always verify on a laptop or desktop when:

. checking job offers

. opening bank pages

. verifying government portals
. cross-checking payment links
. researching companies

Desktop screens give you option view multiple open windows simultaneously, and also slow you
down. They reveal potential fraud more easily.
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Chapter 6 — Identity & Privacy

Protecting your identity is as important as protecting your money. In many cases, identity theft
does more long-term damage than financial loss - because once your personal information leaks,
you cannot “un-leak” it.

Your identity is not one single thing. It is a combination of:

. personal details,

. documents,

. digital accounts,

. and behavioral patterns.

Scammers misuse identity information to open loans, impersonate you, blackmail you, or access
services in your name.

This chapter explains what to protect, why it matters, and how to stay safe.

1. Levels of Personal Information Sensitivity

Not all information is equal.
Think in terms of layers.

1.1 Low-risk Information (Public-friendly)

Safe to share casually, but still with awareness:

. First name

. Hobbies

. Academic interests
. Profile picture

Rationale: Low-risk data rarely enables direct harm.

1.2 Medium-risk Information (Contact & Reachability)

Share only when necessary:

. Mobile number

. Email address

. City or workplace

. Basic educational details
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Rationale:

These allow strangers to contact you, which can lead to unwanted messages or targeted scams.

1.3 High-risk Identity Information (Do Not Share Without Clear Purpose)

This includes:
. Aadhaar number
. PAN number
. Date of birth

. Bank account details

. Fingerprint / biometric details
. Passport number

. Driver’s license

. College/oftice ID photo

. Photos of ID cards

. Full home address

. UPI-linked mobile number

Rationale:
This information is used for:
. unauthorized KYC

. fake bank accounts

. SIM swaps

. loan applications

. impersonation

. blackmail

. payment fraud

. social engineering attacks

If a stranger asks for this, the answer is always no.

2. Aadhaar & PAN — The Most Targeted Documents

Aadhaar and PAN are the identity backbone of modern India.
Scammers know this.

Aadhaar misuse examples:

. fake SIM registration
. loan applications
. fake address proofs
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. impersonation on portals
. unauthorized KYC

PAN misuse examples:

. instant loan fraud

. credit card application

. blackmail (“we found misuse on your PAN”)
. fake income tax threats

Golden Question:
“Who benefits if | share my Aadhaar/PAN with this person?”

If the benefit flows only to the requester — stop.
Rationale:

Aadhaar and PAN leakage causes long-term issues, not just immediate ones.

3. When Is It Safe to Share Identity Documents?

Safe only when:

. you initiated the process

. the organization is verified

. the website is official

. the request makes logical sense

Safe examples:

. applying for a job through an official company portal
. verifying identity on government sites
. opening a bank account at the bank
. official college processes
Risky examples:
. sending ID documents over WhatsApp
. uploading documents to unknown links
. sharing Aadhaar/PAN with “HR recruiters”
. giving ID to Telegram contacts
. sharing ID for unverified internships

4. Identity Scams — What They Look Like
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Identity scams are all about “establish trust first — steal later.”

Here are the major patterns:

4.1 Fake HR / Job Recruiter Scam

You receive:

a WhatsApp message

from “HR of a big company”

requesting Aadhaar/PAN

for “pre-verification,” “background check,” or “shortlisting”

They might attach:

Truth:

offer letters
logos
“employee ID cards”

Legitimate companies never ask for ID documents on WhatsApp.

4.2 Fake Government KYC Messages

Messages claiming:

Links lead to:

Truth:

“Your Aadhaar will be deactivated”
“Your PAN is on hold”
“KYC must be updated by tonight”

fake websites
phishing pages
document upload traps

Government agencies do not send threats.
They send calm notices on official portals.

4.3 Fake Delivery / Courier Verification

Courier calls saying:
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. “Verification required before dispatch”
They ask you to upload your ID to a link.
Truth:
No courier needs your Aadhaar for delivery.
4.4 Social Media Identity Harvesting

Scammers look for:

. birthday posts

. photos of boarding passes

. selfies with ID tags

. college ID card pictures

. exposed QR codes

. certificates with DOB + full name

This information is used to:

. reset accounts

. mimic your identity

. trigger password recovery

. impersonate you to your contacts
Rationale:

Identity is built from small pieces; scammers assemble the puzzle.

5. Protecting Your Identity on Social Media

Simple habits help:

. Set profiles to private

. Accept friend requests only from known people

. Do not post photos of ID cards

. Avoid sharing your date of birth publicly

. Keep phone number hidden

. Do not overshare certificates or achievements with full details

. Avoid posting travel documents, boarding passes, or QR codes
Why?

Scammers collect small bits of information and use them for targeted attacks.
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6. Identity Exposure Red Flags

A situation is suspicious if:

. someone asks for Aadhaar/PAN early in the process
. a link asks for a document upload out of context

. a stranger asks for “verification”

. the request is urgent or emotional

. the website looks unusual or unofticial

. the person cannot provide proper verification

If you see two or more red flags — stop immediately.

7. How to Identify an Identity Scam (Quick Pattern)

Identity scams usually include:

Unexpected contact

Claim of authority (HR, government, bank)
Request for sensitive documents

Urgency or pressure

Benefit flows only to the requester

ARl

Golden Questions:
. “Why should I trust this?”
. “Who benefits if I share these documents?”

If both answers don’t favor you — it’s a scam.

8. Desktop Verification Recommendation (Important)

Whenever identity documents or KYC pages are involved:

. don’t check them on mobile
. use a desktop or laptop to verify the URL
. view the full page and check security details

Scammers rely on mobile browsing because it hides details.
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Chapter 7 — Device & App Safety

Your device is the gateway to your identity, finances, communication, and personal life.
Protecting it is not complicated — it simply requires good habits, simple checks, and an
understanding of what apps can and cannot do.

Most attacks on devices do not come from “hacking.”
They come from:

. unsafe app installations,

. granting excessive permissions,
. clicking unknown links,

. screen sharing, or

. downloading files carelessly.

This chapter teaches you how to avoid all of that with calm, steady habits.

1. Smartphone Safety — Your First Line of Defense

Smartphones store:

. banking apps

. UPI apps

. saved passwords
. photos

. WhatsApp chats
. email accounts

. OTPs

Losing control of your phone means losing control of your entire digital life.

1.1 Always Use Device Locking

Ensure:
. PIN or password
. fingerprint
. FacelD
Avoid:
. simple PINs like 0000, 1234, birth year
. swipe patterns (easy to guess)
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Rationale:
If you lose your phone, the lock screen is the final barrier.
2. App Permissions — The Most Misunderstood Threat

Every app asks for permissions.
Not every app deserves them.

2.1 Reasonable Permissions

These make sense:

. Camera app — Camera

. Maps — Location

. UPI app — Notifications

. Document scanner —» Camera + storage

2.2 Suspicious Permissions

Always ask: “Why does this app need this?”

Red flags:
. Flashlight app asking for access to contacts
. Wallpaper app asking for storage
. Notes app asking for microphone
. Calculator app asking for camera
. QR scanner asking for your entire file system

Golden Question:
“Who benefits if I give this permission?”

If the answer is unclear — deny it.

3. App Store Safety — Where Apps Come From Matters
Only download apps from:

. Google Play Store

. Apple App Store

Never download:
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. APKs from websites

. “cracked” apps

. links sent by strangers

. apps promoted in WhatsApp groups

. apps with unknown developers

. “premium modded versions”
Rationale:

90% of malicious apps enter through APKs.

Real apps don’t hide behind APKs. Fake ones do.

4. How to Identify an Unsafe App

Look for these warning signs:

4.1 Developer Name Mismatch

Example:

You want “HDFC Bank App.”

Fake version might say:
. “HDFC Mobile India Official”
. “HDFC Banked Group”

If the developer is not exactly the official organization — avoid.

4.2 Poor English or Odd Descriptions

If the app description looks sloppy, strange, or auto-translated — skip it.

4.3 Too Many Downloads, But All Reviews Look the Same

If the reviews:

. all sound similar,

. all overly positive,

. all from generic accounts,

. or all posted within a short time window — suspicious.
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4.4 Excessive Permissions

Any app wanting access unrelated to its function is a red flag.

Example:

A PDF viewer asking for camera, contacts, SMS, and microphone — uninstall immediately.
4.5 Single Screenshot or Low-Quality Screenshots

Legitimate apps show many screenshots.

Fake apps show one or two generic images.

5. Avoid Screen Sharing (Very Important)

Screen sharing apps are one of the fastest-growing scams in India.

Scammers will say:

. “Install AnyDesk / TeamViewer / QuickSupport so I can help you.”
. “I will guide you step-by-step.”
. “This is needed to fix your UPI/bank issue.”

Once installed, they can:

. watch your screen

. see your OTP

. see your PIN

. access your WhatsApp

. guide you into sending money
Golden Rule:

Never screen-share with strangers. Ever.
Not for banks, not for payments, not for customer care.

Real banks do not ask for screen sharing.
Real customer support does not ask for it.

6. Laptop & Desktop Safety — Often Ignored, But Important

Students use laptops for:
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. assignments

. job applications

. coding

. email

. government portals
. online classes

Checklist for Safe Computer Use

. Keep your system updated

. Use official browsers (Chrome, Firefox, Safari, Edge)
. Avoid pirated software

. Avoid downloading from unknown sites

. Keep an antivirus if on Windows

. Use a password manager, not a notes file

7. Browser Safety (Simple but Powerful)
7.1 Check the URL

Fake websites mimic:

. bank names
. government portals
. job sites

Example fakes:
. sbi-verification.cc
. uidai-kyc.in.com
. epfo-login.help

Small screen = easy to miss.
Full screen = easy to spot.

7.2 Avoid Downloading Unknown Files

Scammers often send:

. PDF receipts

. ZIP files

. “resume templates”
. “job descriptions”

. “verification forms”
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These may contain:

. malware
. spyware
. credential-stealing tools

If you didn’t expect it - don’t download it.

8. The “Fake Customer Care” Trap

This is common in India.

Scammers:
. set up websites with fake customer-care numbers
. run Google ads for “quick customer care”
. answer calls pretending to be support
They then ask you to:
. share your screen
. install apps
. reveal details
Rationale:

Real companies never advertise customer care numbers in Google ads.

Always check the official website.

9. When to Verify on a Desktop

Reiterated again because it matters:

. App authenticity

. Job websites

. Banking portals

. Government forms

. Any site asking for information
. Any site asking for payments

Desktop screens expose fraud.
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Scammers often encourage people to act on their phones because mobile screens show less
information at once. This makes it easier to hide fake links, altered sender names, and small
errors that can reveal a scam.

10. Summary: How to Identify an Unsafe App or Device Threat

A device threat exists if

. the app is not from the official store

. permissions don’t match function

. developer name looks wrong

. the app arrived via a link

. someone asks you to install something urgently
. screen sharing is involved

. the website looks odd or incomplete

. the request benefits only the other person

Golden Questions:
. “Why should I trust this?”
. “Who benefits if I install/share this?”

If the answer doesn’t benefit you, stop.
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Chapter 8 — Communication Safety: Phone, WhatsApp,

Email

Your communication channels — phone calls, WhatsApp, SMS, email — are the front door of

your digital life. Scammers know this and try to enter through these channels because:

. they cost nothing to use

. they allow anonymity

. they give access to millions instantly

. most people respond quickly

. people often feel polite or obligated while talking

This chapter teaches you exactly how to recognize danger early, so you can disconnect without

hesitation.

1. Phone Call Safety — The Most Misused Channel

Phone calls create the strongest psychological pressure because:

. you hear a human voice

. the scammer sounds confident

. the tone feels “official”

. cultural politeness makes people listen longer

Scammers exploit this.

1.1 How Real Institutions Behave on Phone Calls

Real banks, government agencies, and reputable companies:

. do not threaten you

. do not pressure you

. do not ask for OTP, PIN, or passwords

. do not ask you to install apps

. do not ask for money over the phone

. do not call you to update KYC

. do not give deadlines like “within 10 minutes”

If someone violates these rules — it is a scam.
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1.2 Common Fake Call Patterns

Fake callers impersonate:
. bank staff

. courier agents

. police

. government officers

. credit card departments
. customer care

. HR recruiters

You will hear things like:

. “Your account/card will be blocked.”
. “Package is held due to KYC.”

. “We detected suspicious activity.”

. “Your Aadhaar has issues.”

. “Job onboarding requires a fee.”

. “Verification needed immediately.”

Truth:

Legitimate institutions never use fear or urgency.

1.3 When to Hang Up Immediately

You should end the call without further conversation if the caller:

. pressures you

. asks for OTP/PIN

. asks for Aadhaar/PAN

. asks you to install an app

. becomes aggressive

. prevents you from verifying

. claims “don’t tell anyone else”

. says “trust me, [ am helping you”

Golden Questions Before Speaking Further:
. “Why should I trust this caller?”
. “Who benefits if I continue this conversation?”

If it’s not you — end the call.
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1.4 Polite Script for Hanging Up

Indians often struggle with abruptly disconnecting due to politeness.
Use this neutral sentence:

“Sorry, I cannot share any information on the phone. I’ll check the official website.”
Then immediately hang up.

Do not wait for their reply.

Scammers will try to pull you back.

2. WhatsApp Safety — The Most Abused Platform

WhatsApp is the #1 tool for scams in India, because:

. profile photos build trust

. people respond quickly

. forwarding is easy

. strangers can message you

. many take WhatsApp messages as “official”

This means WhatsApp messages should be treated with the same caution as emails or phone calls
from unknown sources.

2.1 WhatsApp Profile Cloning

Scammers download your friend’s or relative’s profile photo and create a new account with a
similar name.

Then they message:
. “I lost my phone.”
. “I am in trouble.”
. “I need urgent help.”
. “Please send money.”

How to identify this scam:

. Different number
. Claims of urgency
. Refuses voice call
. Avoids video call
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. Asking for money

If someone you know suddenly asks for money — call them on their old number first.

2.2 Fake Job, Internship, and Task Scams

Digital task scams often start with WhatsApp messages:

. “Simple tasks, 30 per like.”
. “Shortlisting for big company.”
. “Click this link to join training group.”

Once you respond, they:

. add you to groups

. give simple tasks

. award small payments

. then demand larger payments for “bigger task access”

This is a scam.
Golden Question:
“Who benefits if I continue this conversation?”

Almost always: the scammer.

2.3 Dangerous WhatsApp Links

Do NOT click:

. shortened URLs

. document links from strangers

. “verification forms”

. random job links

. unknown Google Docs/Drive links

. items sent by “recruiters”
Rationale:

WhatsApp allows links that bypass browser security.

Avoid verifying on mobile — prefer a desktop.
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2.4 WhatsApp Group Safety

Many scams spread through:
. job groups

. internship groups

. crypto/investment groups

. “free shopping voucher” groups

. “government scheme update” groups

If you’re added to a suspicious group:

. leave immediately

. block the group admin

. report if needed
Golden Habit:

Never trust any forwarded message without verification.

3. SMS Safety — Simple but Dangerous
SMS messages often appear official.

But SMS sender IDs can be spoofed.

3.1 SMS Red Flags

A scam SMS often:

. contains a shortened URL

. creates urgency

. mentions blocking/suspension
. asks to update KYC

. includes spelling mistakes

Example scams:

. “Your KYC expired, update at sb1-kyc.in”
. “Your package is on hold. Pay 50 fee.”
Desktop Rule:

Only check such messages on a desktop, not mobile.
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4. Email Safety — Oldest but Still Effective

Email remains a major channel for:

phishing

fake interview links
fake invoices
credential theft
malware attachments

4.1 How to Identify Phishing Emails

Look for:

mismatched email addresses

display-name tricks (“ICICI Bank” but from a Gmail ID)

poor formatting

fake urgency

requests for login details
unexpected attachments

URLSs with misspellings

Always check the actual email address, not just the name.

4.2 “Urgent Action Required” Emails

These try to:

Examples:

scare you
pressure you
rush you

“Password expiring today.”
“Your account will be locked.”
“Verify now to avoid penalty.”

If the email creates emotion — stop.

Version 1.0
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4.3 Attachments — Highest Risk

Dangerous formats:

. ZIp

. rar

. .exe

. .apk

. unknown PDFs from strangers

Only open attachments from:

. known people
. expected senders
. verified organizations

5. How to Identify a Communication Scam (Quick Pattern)

A scam communication often contains:

1. Unknown sender

2. Urgency

3. Request for money or data

4. Pressure not to verify

5. Benefit flows only to the sender

If any two appear — it’s likely a scam.

Golden Questions:

. “Why should I trust this message?”’
. “Who benefits if I respond?”
Golden Habit:

If a message matches this pattern, verify it independently before acting or forwarding—using an

official website, a known contact, or a trusted source not linked in the message.

6. When to Take Communication to a Desktop

Use a laptop or desktop when you want to verify:

. job/internship offers
. banking links
. government sites
. suspicious emails
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. unknown WhatsApp links
. sender authenticity

A big screen helps slow down your thinking and reveals fraud.
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Chapter 9 — Job, Internship & Education Scams

Students and young professionals in India are the primary targets of job and internship scams.
Why?
Because scammers know you are:

. ambitious,

. actively searching,

. hopeful,

. trusting of authority,

. and eager to start your career.

This combination makes job/internship scams extremely profitable for fraudsters.

This chapter teaches you how to identify and reject every kind of fake job or internship offer
calmly and confidently.

1. Why Job and Internship Scams Work So Well

Scammers exploit:

. desire for financial independence

. parental pressure

. fear of missing out

. lack of structured hiring knowledge

. emotional excitement (“You’re selected!”)
. low experience with HR processes

. trust in big-brand names

If you understand their techniques, you won’t fall for them.

2. The Most Common Job Scam Patterns in India

Below are the major job- and internship-related scams that target students every day.

2.1 The “Pay Now, Refund Later” Scam

This is the #1 fake job scam in India.
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You receive a message pretending to be from:

. airlines (Spicelet, IndiGo, Air India),

. hotel chains,

. major companies (TCS, Wipro, Infosys),
. or government-linked organizations.

The message says:

. You are shortlisted

. You are selected

. Interview is simple

. Immediate joining

. Attractive salary

. “Just complete initial processing”

Then they ask you to pay for:

. uniform

. ID card

. training kit

. security clearance

. seat reservation

. document verification
. orientation materials

The amount is usually:

. 500
. 800
. 1500
. 3000

And always labeled as “refundable after joining.”
Truth:

Legitimate employers never ask applicants for money.
Not for uniforms.

Not for training.

Not for forms.

Not for ID cards.

Not for anything.

NO EXCEPTIONS.
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Golden Questions:
1. Why should I trust an employer asking me for money?
2. Who benefits if I pay?

Always the scammer.
Never you.

2.2 The Telegram / WhatsApp “Task & Earn” Scam

This appears as:
“Simple task, 330 per like/video.”
. “Earn X500-X1500 per day.”
. “Work from home, no experience needed.”

The process:
1. They give easy tasks
2. They pay small amounts to gain trust
3. They later demand deposits for “bigger tasks”
4. They keep your money and disappear

This is a psychological trap — not a job.

Red flags:

. Payment required

. Telegram groups

. Too-good-to-be-true promises

. Tasks that have no real purpose
Rationale:

Real companies don’t pay students to click buttons.

2.3 Fake HR Recruiters (Using Personal or Non-Company Email IDs)

This often includes Gmail, Yahoo, Outlook, or other free email services. The issue is not the
service itself, but the lack of a verifiable company domain.

You receive:
. emails
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. WhatsApp messages
. calls

from “HR” claiming:

. you were shortlisted
. resume was selected
. urgent requirement
. remote work opportunity
They ask for:
. Aadhaar
. PAN
. resume with full details
. application form with personal data

Then they disappear or demand money.

How to verify authenticity:

. HR email should come from company domain, not from free email services
. Company careers page should list the job
. HR should schedule a video interview
. Official website must match the role
Rationale:

Scammers imitate well-known brands because trust is already established.

2.4 Fake Internship Portals

You find websites claiming:

. Al internships

. marketing internships

. web development internships

. “certificate guaranteed”

. “100% placement after training”
They ask for:

. small fee

. ID documents

. full biodata

. pre-admission payment
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After payment:

. no training
. no certificate
. no support
Red flags:
. No real company behind the portal
. No LinkedIn page
. No physical address
. No staff list
. No interview process
. Poor website quality

Golden Question:

Who benefits if [ pay this portal?
If not you — it’s fake.

2.5 Fake Government / Public Sector Undertaking (PSU) Recruitment

You may see:

. PDFs circulating
. WhatsApp announcements
. links claiming recruitment for government jobs

Fake pages use:

. .com instead of .gov.in

. poor-quality logos

. incorrect formatting
They demand:

. application fees

. document uploads

Truth:

Real government recruitment:

. never happens via WhatsApp or Telegram
. always happens through official portals
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3. How to Identify a Fake Job or Internship (Master Checklist)

A job or internship is fraudulent if:

A. Tt asks for money

. refundable fee

. training kit

. ID card

. “registration”

. “processing charges”

Real companies NEVER ask for money.

B. It contacts you first
Scammers always initiate contact.

Real companies expect you to apply.

C. It uses personal email IDs

. Gmail
. Yahoo
. Outlook
Real HR uses:
. (@companyname.com
. @tcs.com
. @wipro.com
. @airindia.in

D. It avoids interviews

Fake recruiters don’t want to speak in detail.

E. It uses WhatsApp for everything

Messages like:
. “Send documents here.”
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. “We will call you soon.”

This is a red flag.

F. It asks for Aadhaar/PAN early

Real companies request ID after offer acceptance, not before.

G. Benefit flows only to them

They get:
. your money
. your documents
. your data

You get nothing.

4. The Employer Verification Method (Simple and Reliable)
Whenever you doubt a job or internship:

Step 1 — Go to the official company website

Check the “Careers” section.

Step 2 — Search LinkedIn for the recruiter’s name

Fake HR agents often don’t exist.

Step 3 — Cross-check email domain

Must match the official company domain.

Step 4 — Check for grammatical quality

Fake recruiters often write badly.

Step 5 — Verify job listings on desktop
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Never verify job postings on mobile.
5. Desktop Verification Reminder
(We keep reinforcing this habit — it prevents many mistakes.)

When checking job offers:

. open the company website
. read details calmly

. check the full URL

. inspect HR email addresses
. avoid mobile clicks

Scammers rely on rushed mobile browsing.

6. Education-Related Scams

6.1 Fake “Certification Academies”

They claim:

. guaranteed placement

. 100% job support

. internship letters

. “top university affiliation”
But:

. no real instructors

. no accreditation

. pressuring for fees

6.2 Fake Scholarship Messages

Messages promising:

. “Central Government Scholarship”
. “State Funding”
. “Special Allowance”
They direct you to:
. fake forms
. payment pages
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Always verify scholarships through:
. official government sites
. college administration

7. The Golden Questions for Job Offers

1. Why should I trust this recruiter?

If you cannot answer confidently — stop.

2. Who benefits if | pay or share documents?

If only the recruiter benefits — it’s a scam.

8. Final Rule
If a job or internship requires you to pay even X1, it is not a job — it is a trap.

No exceptions.
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Chapter 10 — Government & Portal Safety

Government services in India are increasingly digital: Aadhaar, PAN, DigiLocker, FASTag,
EPFO, Passport Seva, CoWIN, state exam portals, and university portals are now part of daily
life. This makes life easier — and unfortunately gives scammers excellent opportunities to mimic
authenticity.

This chapter explains how to safely navigate government portals, how to spot fake pages, and
how to avoid scams pretending to be official notices.
1. The Most Important Rule

Government portals never use:
. WhatsApp

. Telegram

. Gmail, Yahoo, Outlook, or other free email services
. random SMS links

. “Click here urgently” messages

. payment links sent privately

Official work always happens on:

. .gov.in

. .nic.in

. official mobile apps

. official state portals

. proper physical offices

If it’s not from an official portal — treat it as fake.

2. How Fake Government Communication Works

Scammers use:

. fake SMS

. WhatsApp messages
. unofficial apps

. look-alike portals

. urgent warnings

. threats of suspension
. promises of benefits
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Common lies include:

. “Aadhaar verification failed.”

. “PAN has discrepancies.”

. “Update KYC to avoid penalty.”
. “New scholarship available.”

. “Your exam seat is cancelled.”

. “Your FASTag is blocked.”

These are designed to scare you into clicking.
Golden Questions:
. “Why should I trust this message?”’
. “Who benefits if I click this link?”

If the benefit is unclear, one-sided, or primarily favors the sender, pause and verify before acting.

3. Recognizing Official Government Websites

Safe domains:

. .gov.in
. .nic.in
. .ac.in (for universities)

Dangerous look-alikes:

. govin-update.com

. fastag-verfy.co

. aadhar-kyc.net

. exam-result.in-info

. scholarshipsindia.claims

These fake domains pretend to be government portals.
Desktop Rule:

Always verify government links on a full-sized desktop screen.
Mobile screens easily hide small spelling differences.

4. Aadhaar Safety — One of the Most Targeted Systems

What Aadhaar Is Actually Used For

Version 1.0 clearthinkingbharat.org CC BY-NC-ND 4.0 Page 66 of 124



. identity verification

. KYC

. government schemes

. some exam registrations
. banking

Aadhaar does NOT require:

. reactivation

. urgent renewal

. sudden KYC updates
. clicking SMS links

These are scams.
Safe Aadhaar actions occur only on:
https://uidai.gov.in

Never anywhere else.

5. PAN Safety — The Favorite of Loan Scammers

PAN fraud is increasing because:

. many instant-loan apps ask for PAN
. scammers use leaked PANs to take loans
. banks require PAN for verification

Fake PAN-related scams include:

. “Your PAN is blocked.”
. “Your PAN has fraud activity.”
. “Update PAN immediately.”

These are designed to scare you.
Truth:

PAN never gets blocked through SMS.
Any real notice appears on the Income Tax portal only.

6. DigiLocker Safety
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DigiLocker is extremely secure when used properly.

Safe usage:
. only through the official DigiLocker app
. only through https://digilocker.gov.in
. use your phone number + OTP to sign in
. download documents for personal use

Unsafe usage:

. sharing DigiLocker OTPs

. uploading documents to unknown sites

. sending DigiLocker files on WhatsApp

. using unofficial DigiLocker links
Rationale:

Your DigiLocker contains your most sensitive documents.
Never share OTPs or auto-generated links.

7. FASTag Scams — Very Common in India

Messages claiming:

. “FASTag has expired.”
. “Recharge overdue.”
. “KYC incomplete.”
. “FASTag blocked.”
They link to fake portals.
Golden Rule:

FASTag operates only through:
. NHALI official apps
. bank portals that issued the FASTag

Always verify on desktop, not mobile.

8. EPFO & Employment Portal Scams

Fake messages say:
. “Your PF claim has been approved — check here.’

b
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. “Your PF KYC failed.”
. “Action required to release PF balance.”

These lead to fake clones of the EPFO website.
Truth:

EPFO communicates:

. via the official portal
. via SMS alerts that do not contain links
. through registered mobile number only

NEVER through WhatsApp groups.

9. Exam Portal & Result Scams
This affects students most heavily.

Scammers create fake pages that look like:

. TNPSC

. UPSC

. SSC

. State Board

. University portals

. Scholarship sites
They ask for:

. application fees

. login credentials

. Aadhaar

. PAN

. photos

. payment details

Golden Questions:
. “Why should this exam board need my PAN?”
. “Who benefits if I pay this fee quickly?”

Real exam portals operate only on .gov.in or .ac.in.
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10. How to Verify ANY Government Communication
A foolproof, simple method:

Step 1 — Ignore the link.

Never click it.

Step 2 — Go directly to the official portal.

Manually type:
. uidai.gov.in
. incometax.gov.in
. epfindia.gov.in
. nhai.gov.in
. passportindia.gov.in

Step 3 — Check if there is any notification.

If the official portal shows nothing —
the message is fake.

Step 4 — Use a Desktop for All Verification

Government portals always look:

. clean
. professional
. structured

Fake sites look:

. slightly off
. badly formatted
. crowded on mobile

Desktop makes the difference obvious.

11. Data Harvesting on Fake Portals
Fake government pages often ask for:

. Aadhaar
. PAN
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. mobile number

. OTP

. DOB

. father’s name
. address

This data is then used for:

. creating fake SIM cards
. taking instant loans

. accessing your accounts
. targeting you later

Never enter identity details on unverified portals.

12. The International Influence (Diplomatic Note)

Some online narratives or rumors appear suddenly and spread rapidly.
A portion of this misinformation comes from foreign groups whose goal is to:

. create confusion,
. cause distrust in institutions,
. or stir social tension.

We do not point to any specific country or organization — but students should understand:

Not every “breaking news forward” is created inside India. Some aim to weaken public trust.
Verify before forwarding.

13. The Golden Questions

1. Why should I trust this message or website?
Does it truly look official?

2. Who benefits if I act on this link or message?

If it benefits a stranger — ignore.
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14. Final Rule for Government Safety

If the communication did not come from:

. an official .gov.in site,
. a recognized government app,
. or a verified portal that you visited manually...

...then it is not real.
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Chapter 11 — Social Media Safety & Reputation

Social media is where many students and young professionals spend the most time — and where
many mistakes happen.
Unlike private conversations, social media posts:

. are public,

. persist for years,

. can be screenshotted,

. can be forwarded endlessly,

. and may affect your future college or job opportunities.

Your online identity becomes part of your real-world identity.

This chapter teaches you how to use social media confidently, creatively, and safely — without
harming your reputation or exposing yourself to unnecessary risks.

1. Why Social Media Needs Extra Care

Social media combines:

. emotion,

. public visibility,

. personal information,

. peer pressure,

. instant posting,

. and no verification checks.

This is a dangerous mix.
Most mistakes happen because people post emotionally or casually, not thoughtfully.

A well-managed online presence becomes an asset.

A poorly managed one becomes a liability.

2. Your Digital Footprint — What Stays Forever

Everything you post, like, share, or comment creates a permanent digital footprint.

Important truth:
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Even deleted posts are often saved by screenshots or archives.

Your digital footprint can affect:

. job interviews

. internships

. scholarships

. visa processing

. college admissions

. professional reputation
. personal relationships

Social media is not “just for fun” — it is part of your public identity.

3. Profile & Privacy Settings — The First Line of Defense
Most platforms allow you to control visibility.

Best practices for students:

. Keep most posts visible only to friends

. Hide your phone number and email

. Disable unknown message requests

. Turn off location tagging

. Limit who can see past posts

. Review tagged photos regularly
Rationale:

The less information strangers have, the safer you are.

4. What Information Should Never Be Posted

Avoid posting:
. Aadhaar/PAN
. boarding passes
. college ID cards
. certificates with DOB
. address/location details
. photos showing your home layout
. phone number screenshots
. full-face profile photos with ID tags
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. expensive items (invites theft)
Rationale:
Scammers assemble small pieces of data into a full identity.
5. Friend Requests & Followers — Hidden Risks
5.1 Fake Profiles

Scammers often use:

. attractive photos

. generic names

. motivational quotes

. “mutual friends” to appear trustworthy

They send friend requests to:

. harvest photos

. learn your habits

. scam you later

. collect data for targeted fraud

5.2 Who Should You Accept?

Only:
. people you know,
. classmates,
. verified accounts,
. colleagues you’ve spoken to in real life.

Golden Question:
“Why does this person want access to my life?”

If the answer is unclear — decline.

6. Posting Responsibly — Think Before You Share
A simple mental rule before posting:

T-H-I-N-K

Is it:
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. True?

. Helpful?

. Inspiring / Interesting?
. Necessary?

. Kind?

If not, skip posting.

A single unthinking post can:

. spark conflict,

. attract harassment,

. harm reputation,

. or even violate college/employer guidelines.

7. Avoid Online Arguments — They Damage You, Not Them

Arguments online:

. escalate fast

. never end

. attract strangers

. get screenshotted

. create digital records against you
. waste mental energy

Walking away shows maturity, not weakness.
If someone provokes you:
“I won’t continue this conversation. Thank you.”

Then mute or block.

8. Reputation Management — Extremely Important for Young Professionals

Recruiters and college committees do check public social media.

They look for:
. hostile behavior
. extreme comments
. intolerance
. inappropriate photos
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. unprofessional language
. controversial likes/shares
. online fights

Your online persona should match your real-life values:

. dignity

. calmness

. maturity

. clarity of thought

Your reputation is one of your greatest assets.

9. Avoiding Misinformation (VERY Important in India)

India sees more misinformation than most countries due to:

. high mobile usage

. language diversity

. political tension

. emotional appeal

. fast forwarding culture

Indicators of misinformation:

. “Forwarded many times” label
. shocking news
. emotional content
. calls for anger or outrage
. no source
. low-quality images
. unclear websites
Golden Habit:

Verify before forwarding.

Where to verify:

. official news websites

. government portals

. trusted fact-checkers

. desktop browser (NOT mobile)
Diplomatic Note:
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Some rumors come from outside India to create confusion or division.
We do not blame any specific group(s) — but students should stay alert.

10. Posting Photos & Videos Safely

10.1 Before posting, check:

. Is anyone else’s ID visible?

. Is your location visible?

. Is there sensitive background information?

. Is the photo appropriate for all ages?
10.2 Avoid:

. photos of minor siblings/children

. photos showing alcohol/drugs

. revealing selfies

. photos taken in private spaces

. photos showing expensive items
Remember:

Employers and universities are watching — silently.

11. Avoiding Romance/Flirting Traps

Young people are often targeted through:

. fake romantic accounts

. “friendliness” that escalates

. emotional manipulation

. video call traps

. extortion using screenshots
Golden Rule:

Never send private photos or videos to anyone online.

Once shared, you lose control forever.

12. Influencer & Celebrity Scams
Fake accounts pretend to be:

. influencers
. traders
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They DM you:

actors
YouTubers
mentors

“Join my group.”
“Special course.”
“Guaranteed returns.”

These are 99% scams.

Always check:

verified badges
follower count
consistency of posts
comment quality
external website links

13. When to Take Social Media Issues to Desktop

Use a desktop for:

Desktop slows you down — exactly what scammers don’t want.

checking authenticity of profiles
verifying rumor origins
inspecting suspicious links
reviewing privacy settings
reporting impersonators

14. How to Identify Social Media Scams (Quick Pattern)

A social-media situation is unsafe if:

Version 1.0

there is urgency

someone asks for money

someone asks for private photos

you are pressured emotionally

the profile is new

the profile avoids calls

the benefit flows only to the other person
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Golden Questions:
. “Why should I trust this?”
. “Who benefits from this?”

If the benefit flows mainly to the sender and not clearly to you, treat it with caution and verify
independently.
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Chapter 12 — Safe Digital Payments & Online Shopping

Online shopping and digital payments are now part of everyday life.

Students and other young people use them for:

. groceries

. food delivery

. transport

. phone service recharges
. small purchases

. electronics

. clothes

. college supplies

Because the process is quick and convenient, scammers know that people make decisions fast —

and fast decisions are easier to exploit.

This chapter teaches you how to shop safely, pay safely, and avoid the countless traps that

surround digital payments in India.

1. Why Online Shopping Scams Are So Common

Scammers use:

. fake websites

. fake discount messages

. fake customer-care numbers

. fake delivery calls

. fake return/refund processes

. fake tracking pages

. marketplace manipulation
They exploit:

. excitement

. convenience

. urgency (“Offer ends today!”)

. inexperience

. trust in big brands

If you understand the patterns, you will never fall for them.

Version 1.0 clearthinkingbharat.org CC BY-NC-ND 4.0

Page 81 of 124



2. Safe Online Shopping Basics

2.1 Prefer Trusted Platforms

Shop only on:

Avoid:

Rationale:

Amazon

Flipkart

Myntra

Ajio

Croma

Reliance Digital
Verified brand websites

unknown discount sites

Instagram shops with no address
Telegram/WhatsApp resellers
“limited period” pop-up shops
random stores with huge discounts

Most scams originate from small, unknown websites.

2.2 Always Check the URL

Fake sites often look exactly like real ones.

Example scams:

amzon-offer.in
flipcarte-sale.net
myntrra.store
ajlo-fashion.co

One small spelling change = entire website is fake.

Desktop Reminder:

Check URLs on a full-size screen to see the details clearly.
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2.3 Prefer Cash on Delivery (COD) When Unsure

COD protects beginners.
Use COD when:
. the seller is unknown
. the price seems too low
. the website is new
. the brand is unfamiliar

COD gives you the chance to:

. inspect the parcel
. check packaging
. confirm order details

3. Recognizing Fake Shopping Offers
3.1 “Massive 80% Discount” Scams

Common for;

. shoes

. clothes

. electronics

. small gadgets

Fake sites use:

. high-quality photos
. realistic product pages
. countdown timers

. big brand logos

Golden Question:
“Who benefits from this unbelievable discount?”

If the seller gains immediately while you are asked to pay, click, or share information, treat it as
a warning sign.

3.2 Instagram/Facebook Shop Scams

These often:
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. look polished

. have nice photos

. show fake reviews
. respond quickly

But:

. no return address

. no GST number

. no refund policy

. no real customer service
Rationale:

Easy to set up, easy to disappear.

4. Delivery & Courier Scams (Very Common in India)

Scammers call claiming:

. your parcel is stuck

. KYC is incomplete

. you must pay a small fee

. package contains illegal items (a serious scare tactic)
They may send:

. fake tracking links

. fake courier IDs

. “official-looking” pages

Truth:

No courier company asks for KYC verification over phone or WhatsApp.
No courier asks for extra delivery fees through UPI.

No courier links require login.

5. The Fake Refund Scam (Dangerous)

You contact “customer care” found on Google/Yahoo/other search engine.
But it is actually:

. a fake website
. a scammer’s number
. part of a fraud network
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They pretend to help you with:

. refund
. return
. cancellation
. product complaint
Then they ask you to:
. install AnyDesk
. share screen
. enter PIN to “receive refund”
. approve UPI collect request

Truth:

Refunds never require:

. screen sharing
. PIN
. remote access apps

. third-party UPI approvals

Legitimate refunds are processed by the company’s system — they do not require your

involvement beyond the original payment method.

6. Marketplace Scams (OLX, Quikr, Facebook Marketplace)
Very common in India.

Scammers pretend to be:

. army personnel
. CRPF staff

. IT professionals
. medical staff

They use emotional respect to trick you.

Typical lines:
. “I am in the army, please trust me.”
. “We are being transferred, selling quickly.”
. “Urgent sale due to relocation.”

Then:
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. they send fake UPI screenshots

. they send QR codes

. they ask you to “approve collect request to receive money”
Red flags:

. too low a price

. urgency

. emotional story

. insisting on digital-only communication

. refusing video call

7. Safe Payment Rules

7.1 Never Pay Outside the Platform

If buying on:
. Amazon
. Flipkart
. OLX
. Meesho
. Facebook Marketplace

Never shift payment to:
. UPI
. private bank transfer
. WhatsApp number

Scammers always push you outside the platform because there is:

. no buyer protection
. no evidence trail

7.2 Never Share Payment Screenshots

Payment screenshots contain:
. partial UPI IDs
. transaction IDs
. timestamps

Scammers use these to:

. manipulate fake refunds
. impersonate buyers
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. demand extra money

7.3 Never Pay Before Receiving a Service

For example:

. tailoring

. photography

. tuition

. repairs

. home services

. rental booking
Pay only after:

. visiting the place

. confirming details

. receiving part of the service
Rationale:

Large prepayments create risk.

8. Rental & Travel Scams (Very Common for Students)

Fake landlords offer:

. cheap rooms

. discounted hostels

. “immediate possession”

. “only one room left”
They send:

. fake photos

. fake agreements

. Google Maps screenshots
Then demand:

. “token advance”

. “booking amount”

. “one-month rent”
Golden Rule:

Never pay without seeing the property physically.
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9. Safe Checkout Process (Step-by-Step)
When buying anything online:

Step 1 — Check the Website

. URL

. spelling

. https lock

. official domain

Step 2 — Check Product Reviews

Look for:
. real photos
. detailed comments
. varied dates

Step 3 — Check Return/Refund Policy
Scam sites hide or copy policies.
Step 4 — Choose Payment Method

COD if unsure.
UPI only for trusted sites.

Step 5 — Track Packages Only Through Official Apps

Never through links in SMS.

10. The Golden Questions (Payments Edition)
Before making any online payment, pause and ask:

1. Why should I trust this seller or website?

Is it a well-known platform or an officially verified source?

Do the contact details, domain name, language, and payment flow look consistent and
professional?

Is this the same method you have safely used before?
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2. Who benefits if [ pay now?

Does the payment clearly benefit you through a confirmed product, service, or obligation?

Or does the benefit flow only to the other party, with promises, urgency, or vague assurances in
return?

Guiding rule:

If the immediate, guaranteed benefit flows only to the seller — and your benefit is uncertain,
delayed, or based on trust alone — stop and verify before paying.

11. Final Safety Rules for Online Shopping

. Avoid deals that look too good

. Don’t click unknown links

. Don’t trust WhatsApp sellers

. Don’t share OTP or PIN

. Don’t enter card details on new websites

. Verify discounts on desktop

. Prefer COD when unsure

. Refunds never require screen sharing

. Courier companies never ask for money or KYC

Online shopping can be safe when you take a moment to think before clicking.
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Chapter 13 — Al-Era Risks

Technology has always brought convenience and strength — and now it brings realism.
Modern Al tools can clone voices, generate faces, imitate writing styles, and create documents
that look genuine. This is powerful and useful, but it also means scammers have more
convincing tools than ever before.

The goal of this chapter is simple:

Show you how to spot when something looks real but feels wrong.

Al scams rely on speed, emotion, and surprise.

Calm thinking defeats them.

1. Why AI-Driven Scams Are Increasing

Al makes fraud easier because:

. anyone can generate convincing audio/video
. free tools exist

. no technical skill required

. people trust what they hear and see

. emotional urgency overrides logic

Al does not create new scams — it simply makes old scams more realistic.

That means your habit of pausing and verifying becomes even more important.

2. Voice Cloning — The Fastest Growing AI Scam

With a 10-20 second sample of someone’s voice (from YouTube, Instagram, a forwarded audio,
or even a phone call), scammers can create a realistic voice clone.

What a cloned voice attempts to do:

. sound like your parent

. sound like your sibling

. sound like your friend

. sound like a teacher or senior
. sound like HR
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Then it says:

. “I’m in trouble.”

. “Send money immediately.”
. “Don’t tell anyone else.”

. “UPI me quickly.”

. “Please help urgently.”

They rely on emotion, not logic.

2.1 How to Identify Voice Cloning

Even good voice clones usually have:

. a tiny delay before speaking
. slightly flat emotion

. strange pauses

. unnatural rhythm

. no background noise

. fast, urgent tone

And most importantly:
They avoid video calls.
A real person will happily switch to video.

A scammer cannot.

2.2 The Golden Question for Al Voices

“Does this make sense for this person to ask me?”

For example:
. Would your parent ask for money by WhatsApp call?
. Would your friend avoid video?

. Would your college senior speak in urgent, unusual ways?

Trust behavior, not just voice.

Version 1.0 clearthinkingbharat.org CC BY-NC-ND 4.0

Page 91 of 124



3. Deepfake Videos — Convincing but Not Perfect

Al can create videos of*

. celebrities
. leaders

. bosses

. teachers

. influencers
. friends

Many deepfakes are used for:

. fake investment promotions

. “government announcements”
. manipulated political messages
. fake emergency alerts

. impersonation scams

Signs a video may be a deepfake:

. lip movement slightly off
. expressions look stiff
. shadows inconsistent
. voice tone doesn’t match expression
. face looks too smooth
. background glitches
. eyes blink oddly
Golden Habit:

Always verify the information separately through an independent source. Don’t rely on the video
alone.

4. Fake Documents & Synthetic IDs

Al can generate:

. fake Aadhaar cards

. fake PAN cards

. fake offer letters

. fake degree certificates

. fake bank statements

. fake job appointment letters
. fake courier slips
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Scammers use these to:

. “prove” identity

. “prove” job offer

. “prove” parcel authenticity

. “prove” government affiliation

How to detect Al-generated documents:

. slight spelling errors

. inconsistent fonts

. mismatched alignment
. wrong seal shapes

. blurred QR codes

. poor DPI

. no official URL

. unusual formatting

Golden Question:

“Why is this person so eager to show me a document?”’

Honest people let the institution verify. Scammers force you to self-verify.

5. Synthetic Online Personas (Fake People)

Al tools can create fake:

. profile photos

. resumes

. LinkedIn accounts
. HR emails

. chat histories

These personas are used for:
. fake job offers

. romance scams

. fake internship programs
. influencer scams

. investment groups

Clues a profile is synthetic:

. perfect face with no flaws
. joined recently
. few real connections
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. overly polished language

. no physical presence or old posts
. avoids video calls
Al makes fakery easy —

but it cannot create consistent human history.

6. Emotional Urgency — The Heart of AI Scams

Al scams rely on emotion:

. fear (“I’m stuck, help me!”)

. sympathy (“Please send money.”)

. panic (“This is serious.”)

. embarrassment (“Don’t tell anyone.”)
. pressure (“Only 10 minutes.”)

Emotion overpowers logic. Your job is to slow the situation down.

If a message creates strong emotion, pause immediately. Your calmness is your shield.

7. The Al Consistency Test

Al can mimic voices and faces, but it cannot mimic a person’s behavioral consistency.

Ask yourself:
. Does this person normally talk like this?
. [s this tone unusual?
. Would they normally avoid video?
. Would they ask me for money in this way?
. Does the timing match their personality?

Al breaks human consistency. This is the easiest giveaway.

8. How to Verify AI-Vulnerable Situations

If the message concerns:

. money
. identity
. family emergency

. job offers
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. urgent requests
Follow this sequence:
Step 1 — Do NOT act immediately
Scammers fear time.
Step 2 — Switch to a known communication channel
Call their regular number, not the one that contacted you.
Step 3 — Ask a simple question only the real person knows

Something personal and harmless:

. “Where did we meet last year?”
. “Which pet do you have?”
. “What did we talk about yesterday?”

Al cannot answer these.
Step 4 — Prefer video call

Scammers cannot maintain video.

9. The Golden Questions (Al Edition)

1. “Does this make sense for this person to ask me?”’
Ignore voice tone. Focus on logic.

2. “Who benefits if I act quickly?”

Urgency often benefits the sender more than the receiver. That alone does not prove a scam—but
it is a reason to slow down.

3. “Is anything unusual about this message?”’
Unexpected requests, emotional pressure, or deviations from normal behaviour deserve attention.

4. “Can this be verified from a trusted channel?”
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Always verify through:

. known numbers

. official portals

. company websites
. video calls

10. Final Rule for AI-Era Safety
If something looks, sounds, or feels “almost right,” treat it as wrong until verified.

Al can create realism. It cannot build trust.

Trust is built through:
. history,
. consistency,
. verification.

Your calm thinking protects you more than any software.
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Chapter 14 — Coordinated Misinformation & Rumor
Campaigns

Not all online dangers come from money-driven scams. Some come from organized groups —
inside and outside India — whose goal is to spread confusion, fear, or mistrust through carefully
designed misinformation.

Students and young professionals must understand this, not to become political, but to become
responsible and steady-minded users of information.

Misinformation succeeds only when people react fast and forward fast. This chapter teaches you
how to recognize these campaigns and how to stay calm and factual in the middle of an online
storm.

1. Why Organized Misinformation Exists

Some groups — domestic or foreign — have motivations like:

. creating public confusion

. causing fear or panic

. damaging trust in institutions

. amplifying conflict

. embarrassing a region or community
. influencing public opinion

. disrupting stability

We do not name any group or country. But it is important to understand the intention behind such
behavior.

Rationale:

Rumors spread fast because they are emotional. Truth spreads slowly because it needs calmness
and proper verification.

2. Common Tactics Used in Modern Misinformation

Organized groups rely on speed, emotion, and repetition.

Here are the major tools they use:
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2.1 Fake Screenshots

They create:

. edited news headlines
. fake tweets

. fabricated statements

. false announcements

Screenshots travel fast, and people rarely question them.

2.2 Edited or Cropped Videos

Short clips taken out of context can:

. provoke anger

. shame someone

. exaggerate danger

. create political conflict

Bad actors use:

. slow-motion edits
. cuts that remove context
. added captions

The video may be real; the story around it is fake.

2.3 Fake “Alerts” and “Circulars”

These often claim:

. government warnings
. police advisories
. public safety alerts
. exam schedule changes
. school shutdowns
. bank notices
They look official but:
. wrong fonts
. strange formatting
. spelling errors
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. no link to official site

Real government communication never comes through random WhatsApp forwards.

2.4 WhatsApp & Telegram Forward Chains

The biggest carriers of misinformation are:

. emotional messages
. shocking news
. dramatic claims
. communal rumor chains
. health myths
. fabricated quotes
Most say:
. “Forward immediately”
. “Don’t ignore this”
. “Very important for everyone”

Urgency = manipulation.

2.5 Al-Generated Fake News

Al tools now produce:

. fake photos

. fake audio

. fake “eyewitness” accounts
. fabricated newspaper pages

They look real because technology is powerful.

But they fall apart under verification.

3. How to Identify a Misinformation Campaign

You can detect coordinated rumors using a simple pattern.
A message is part of a misinformation campaign if:

1. There is no clear source.
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Messages without attribution are unreliable.

2. It uses urgency to stop you from thinking.
“Share quickly!” — designed to bypass logic.

3. It triggers strong emotion.

Fear, anger, outrage, sympathy, shock.

4. It has no link to an official portal.

No .gov.in, .nic.in, university site, or verified news.
5. It discourages verification.

“Don’t check this elsewhere—they are hiding the truth.”
Scammers fear truth.

6. It benefits someone else — not you.

If the consequence is fear or confusion — be careful.

4. The Golden Habit: Verify Before Forwarding
The simplest, strongest defense against misinformation is:

Do not forward anything without verification.

Ask:
. Where did this come from?
. Is this from an official or known source?
. Is this a verified news report?
. Does this message appear on official websites?

If not —» do not forward.

India’s digital environment improves dramatically when people follow this one habit.
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5. The Golden Question: “Who Benefits If I Share This?”

This one question neutralizes most rumor chains.

Ask:
. Does this benefit society?
. Does this benefit my friends?
. Or does it benefit someone trying to spread fear?

When you look at messages through this lens, the motive becomes clear.

6. Why You Should Stay Calm (Even During “Breaking News”)

In moments of real crisis:

. governments issue official notices
. news channels cover events

. universities update portals

. police post verifiable statements

Misinformation fills the gap before official statements arrive.

Your job is to:

. stay calm
. wait for verification
. avoid becoming part of the rumor chain

Time allows reliable information to surface.

7. The Diplomatic Note
Some misinformation originates outside India. Not all of it — but some.
The goal is for Indian students to understand that:

When information comes from unknown or questionable sources,
think twice before trusting it — and thrice before forwarding it.
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8. How to Verify Suspected Misinformation

Step 1 — Check a trusted news site

The Hindu, Indian Express, The Print, NDTV, BBC, Reuters.
Step 2 — Check official portals

Government, police, or institutional websites.

Step 3 — Search the original event

Often you will see fact-check alerts.

Step 4 — Wait 10—15 minutes

Rumors fade; truth appears.

Step 5 — Prefer desktop verification

Large screens reveal inconsistencies.

9. Signs of a Coordinated Misinformation Push

A message may be part of a coordinated campaign if:

. multiple unrelated groups share it at the same time
. the message targets emotions

. there are calls to anger or fear

. the message divides communities

. screenshots look too perfect

. links point to unknown websites

. it spreads before official news confirms it

Coordination becomes visible when you look for patterns.

10. Final Rule for Misinformation Safety

Forwarding quickly is how rumors survive.
Verification is how truth survives.

Your steadiness and restraint are your greatest contribution to digital safety.
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Chapter 15 — Good Digital Habits

(The practical habits that protect you even when scams evolve.)

Digital safety is not just about avoiding specific scams — it is about building steady, calm,
repeatable habits that make you naturally resistant to manipulation.

Technology changes fast.

Scams change faster.

Habits protect you even when you don’t recognize the specific threat.

This chapter gives you a simple routine that keeps your digital life clean, organized, and safe all
year long.

1. The Mindset of Calm Digital Living

Safe digital living is built on:

. patience

. clarity

. slow decisions

. organized information

. healthy skepticism (but not cynicism)
. small good habits practiced regularly

If you follow the habits below, you will avoid 90% of modern digital risks — automatically.

2. The Weekly Digital Hygiene Routine
A simple 10-minute weekly routine keeps your digital life clean.

2.1 Check your app list

Remove:
. unused apps
. suspicious apps
. apps you don’t remember installing
. apps that request too many permissions

Version 1.0 clearthinkingbharat.org CC BY-NC-ND 4.0 Page 103 of 124



2.2 Review permissions

Especially:
. camera
. microphone
. contacts
. location
. SMS
. file access

If a permission doesn’t make sense — remove it.

2.3 Update your device and Restart

Updates fix:
. security holes
. app vulnerabilities
. browser weaknesses

Many attacks succeed because of outdated devices.

Restart: Power down and restart/reboot your mobile device once in a few days. This can combat
some types of problems by clearing out temporary files, cached data etc.

2.4 Run a quick password check

Ensure your major accounts have:

. unique passwords
. no repetition across apps
. no simple patterns

3. Password Hygiene That Actually Works

You don’t need complicated rules. You need predictable structure.
3.1 Use a password manager

This is the single best upgrade to your digital safety.

3.2 Use long passphrases
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Example:

These are:

“ForestRiverMorningSun41”’
“TempleRoadSkyGarden89”

easy to remember
hard to guess
impossible to brute-force

3.3 Never reuse the same password

Especially across:

email
banking
social media

3.4 Change important passwords regularly

Email, banking, DigiLocker, and cloud accounts should be changed every 6—12 months.

4. Clean Document Storage

Organize your files so they don’t frustrate you later.

4.1 Separate folders for

government documents
college documents

job files

bank statements

bills & receipts
assignments

4.2 Remove unnecessary digital copies

Don’t keep:

old Aadhaar scans

passport scans

multi-year backlogs

duplicate files

exam answer sheets with details

Less exposure = less risk.
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5. Backups — The Quiet Lifesaver

Students rarely back up important files. Then one laptop crash causes months of destruction. The
popular saying goes — “there are only two types of computer users: ones who have lost data, and

ones who will [lose data].”

5.1 What to back up

. identity documents
. certificates

. resumes

. project files

. college work

5.2 Where to back up

. cloud storage
. encrypted USB
. external hard drive

5.3 How often

You should back up the data at least monthly. Do it weekly if you work on important files. More

frequent is better, especially if you have critical data.

6. Scam-Resistant Habits (The Core Defense)

These habits protect you even when new scams appear.
6.1 Pause — Think — Verify

This three-step reflex stops nearly every scam.

When receiving:

. unknown message
. urgent request
. emotional pressure
Pause.
Think.
Verify.

That small delay saves you.
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6.2 Always ask the Golden Questions

1. Why should I trust this?
2. Who benefits if I act quickly?

If the answer isn’t clearly in your favor — stop.

6.3 Verify before forwarding

Forwarding unverified messages:

. spreads fear

. spreads misinformation

. damages trust

. creates confusion among peers
Always ask:

“Where is the official source?”

If none exists — don’t forward.

6.4 Desktop Verification

Whenever in doubt:

. use a laptop or desktop
. inspect the full URL

. check the formatting

. read carefully

Scammers rely heavily on mobile screens.

6.5 Stay Polite, Not Naive

Trust is good.
Blind trust is dangerous.

You can be polite while protecting yourself.
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7. Habits for Healthy Social Media Use
7.1 Limit emotional posting

Avoid posting when:

* angry

. sad

. excited

. frustrated

Emotional posts create long-lasting digital footprints.
7.2 Review tagged photos frequently

Remove inappropriate or misleading ones.

7.3 Avoid sharing personal documents

Even partial photos can cause harm.

7.4 Keep your profile private

Especially for younger users.

8. The Slow-Decision Ritual

A small practical rule:

If a digital action involves money, identity, or reputation: never act instantly.
Take at least 30 seconds before acting.

This “slow decision ritual” protects you from:

. Al voice traps
. scam links

. refund scams

. fake job offers
. identity theft

. misinformation
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The scammers always push for speed. Pausing and thinking is the way to stay safe.

9. Final Habit: Steady Mind, Not Fearful Mind
Digital safety is not about fear. It is about wisdom.

A steady mind makes steady choices. You don’t need to suspect everything — only the unusual,
unexpected, or out-of-context messages.

Once these habits become normal, you will be:

. scam-resistant
. confident

. calm

. capable

. trustworthy

Good habits protect you far more than any antivirus or software ever can.
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Chapter 16 — If You Fall for a Scam (Emergency Steps)

(Stay calm. Act quickly. Limit the damage.)

Even careful, intelligent people get scammed. It happens because scammers use emotion,
urgency, and pressure, not because the victim lacks intelligence.

The most important thing to remember is:

Don’t panic, and don’t feel ashamed.
Just follow the steps immediately.

Quick, steady action can prevent further loss and sometimes recover the money.

This guide does not attempt to provide device-specific backup or recovery instructions, which
vary by phone and operating system.

This document offers occasional “reset the phone” advice, but first, make a regular habit to:

. Ensure photos, contacts, and documents are backed up

. Confirm you can log back into your Apple ID / Google account
. Note down important apps or authenticator access

. Understand that a reset removes local data, not cloud data

1. Step 1 — Call 1930 (National Cyber Frauds Helpline)
India has a dedicated helpline to freeze fraudulent transactions.
Dial: 1930

This number connects you to the cybercrime team in your state.

Tell them:
. what happened
. how much was lost
. the transaction details

They can alert the receiving bank and sometimes freeze the funds before the scammer withdraws
them.

Timing matters.
The sooner you call, the better the chance of recovery.
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2. Step 2 — Contact Your Bank Immediately

Call the official customer-care number of your bank. (Do NOT trust any link sent to you.)

Ask to:
. block your card
. freeze suspicious transactions
. disable UPI temporarily
. restrict account activity
. flag your account for fraud

Banks take scams seriously if you report them fast.

3. Step 3 — Change All Important Passwords

If the scam involved:

. your email

. your banking app

. your social media

. your shopping accounts

change passwords immediately.

Start with:
1. Email
2. Banking apps
3. UPI apps
4. DigiLocker
5. Social media

Use a secure, unique passphrase for each account.

4. Step 4 — Disable/Block Payment Methods Temporarily

Depending on what was compromised, you can:

. disable your UPI ID

. block debit/credit cards

. unlink accounts from payment apps

. temporarily freeze your account via netbanking

Most banks allow emergency blocking through their apps.
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5. Step 5 — Document Everything (Very Important)

Take screenshots of:

. scam messages
. scammer’s number

. fraudulent transaction
. emails

. WhatsApp chats
. fake links

. fake profiles
Do NOT delete them.
They are evidence for:
. cybercrime police
. your bank
. insurance
. internal review

Keep everything organized.

6. Step 6 — File an Online Complaint at cybercrime.gov.in

Visit https://cybercrime.gov.in
(Preferably from a desktop)

File a complaint under:

. “Financial Fraud”
. “Online Scam”
. “Identity Theft”
. “Job Scam”
. etc.
Upload:
. screenshots
. bank statements
. chat history
. transaction IDs

You will receive an acknowledgment number.
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7. Step 7— Warn Your Contacts (If Identity Was Exposed)

Inform close friends or family if your email, WhatsApp, Instagram, phone number was involved
in the scam.

This prevents scammers from misusing your identity to trick others.

8. Step 8 — Remove Harmful Apps or Reset Your Device

If the scam involved:

. screen-sharing apps

. suspicious APKs

. unknown installers

. fake customer care apps

Remove them immediately.

If you installed a remote-access tool (AnyDesk, TeamViewer QS) because someone asked:
Reset your phone to factory settings.

It’s the safest approach.

Back up only safe files before resetting.

9. What NOT To Do (Common Mistakes That Worsen Damage)

x Do NOT negotiate with the scammer

They may:
. ask for more money
. threaten you
. play psychological games

You owe them nothing.

x Do NOT pay again
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Many victims lose more money by trying to “fix” the situation with a second payment.

Scammers escalate once they know you are vulnerable.

x Do NOT be ashamed

Shame delays action.
Delays reduce recovery chances.

Millions fall victim each year.

Smart people get scammed.
Calm action is what matters now.

x Do NOT hide it from family

They can help with:
. support
. reporting
. bank action
. emotional stability

x Do NOT delete messages

Evidence is valuable.

10. Common Scenarios and What To Do

10.1 If You Shared Your Aadhaar/PAN

. Change passwords of major accounts
. Monitor credit score for strange loans
. File a complaint via cybercrime.gov.in
. Be alert for unusual messages

10.2 If You Shared Your UPI PIN
. Disable UPI immediately
. Block your debit card
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. Inform your bank
. File a cybercrime report

10.3 If You Sent Money

. Call 1930 immediately
. Inform your bank

. Save the transaction ID
. File complaint online

10.4 If You Installed a Suspicious App

. Uninstall immediately
. Clear app permissions
. Reset the device if necessary
. Change important passwords

10.5 If You Gave Remote Access (AnyDesk / TeamViewer QS)

. Disconnect internet

. Restart device

. Change passwords from a different device
. Factory reset your phone

. Inform bank

. File cybercrime report

Remote access is a serious issue — treat it carefully.

11. Psychological Recovery (Often Ignored, Very Important)

After a scam, people may feel:

. ashamed

. guilty

. embarrassed
. scared

* angry

This is normal.

Remember:
. scammers are professional manipulators
. they use psychological tricks
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. they target everyone — not just you
. falling once does not define your intelligence

Take a breath.
Learn the lesson.
Move forward stronger.

12. Final Rule of Scam Recovery

The first mistake can happen to anyone.
The second mistake is not taking action immediately.

Act fast, stay calm, and follow the steps.

You will recover your confidence — and you will be far more resilient in the future.
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Chapter 177 — Summary Checklists

(Quick-reference safety tools for daily life)

This chapter gathers the most important ideas of the entire manual into a set of clean, practical
checklists.

These checklists are your digital safety compass.

1. UPI Safety Checklist

v Things to Do
. Use UPI only on trusted apps (GPay, PhonePe, Paytm, bank apps)
. Double-check UPI ID before sending money
. Keep UPI PIN private
. Enable transaction alerts
. Prefer desktop/laptop to verify suspicious links

Entering a PIN to receive money

. Scanning QR codes sent by strangers

. Approving “collect requests” you did not initiate
. Clicking shortened URLs

. Sharing screenshots of payments

2. Bank Safety Checklist

v Things to Do
. Call the bank using official numbers only
. Use strong, unique passwords
. Enable SMS/email alerts
. Log out after using shared devices

Sharing OTP, PIN, or CVV

. Trusting urgent bank messages on WhatsApp
. Installing apps suggested by unknown callers
. Responding to threats (“account will be blocked”)
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3. Identity Safety Checklist (Aadhaar, PAN, Documents)

v Things to Do

Keep ID photos locked in secure storage

Share documents only on official portals

Verify legitimacy of recruiters/organizations

Use desktop to view KYC and document requests

Sending Aadhaar/PAN via WhatsApp
Uploading documents to unknown links
Sharing certificates with DOB/Address publicly
Posting photos of ID cards or boarding passes

4. Phone & WhatsApp Safety Checklist

v Things to Do

Verify unknown callers through alternate channels
Hang up calmly if pressured

Use polite exit lines (“I’ll check the official website™)
Disable auto-download of media on WhatsApp
Check profile authenticity before responding

Urgent requests from unknown numbers

Voice calls demanding money

Clicking links sent in WhatsApp groups

Believing cloned profiles or “new numbers” without verification

5. App & Device Safety Checklist

v Things to Do

Version 1.0

Install apps only from official app stores
Review permissions monthly

Update phone and apps regularly

Use antivirus on Windows laptops

Disable Screen Sharing unless you initiated it
Restart your mobile device every week
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X Avoid

APKs from unknown websites

Remote-access tools (AnyDesk/TeamViewer) given by strangers
Granting microphone/camera permissions unnecessarily

Using modded or cracked apps

6. Social Media & Reputation Checklist

v Things to Do

Keep most posts private

Think before posting (T-H-I-N-K test)
Review tagged photos

Limit emotional posting

Maintain a clean, dignified online presence

Posting documents or location info

Accepting unknown friend requests

Sharing photos of minors

Online arguments or political fights

Forwarding dramatic messages without verification

7. AI-Era Safety Checklist

v Things to Do

Version 1.0

Verify requests through known numbers

Ask simple personal questions to check identity
Use video call if a voice sounds “off”

Check documents carefully for inconsistencies

Believing urgent audio messages

Trusting unknown videos without confirmation
Acting on emotion (“Help me urgently!”)
Ignoring behavioral inconsistencies
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8. Misinformation Safety Checklist

v Things to Do
. Verify before forwarding
. Check official portals
. Wait for proper reporting from news organizations
. Use desktop for suspicious links

"’

Messages with “Forward immediately

. Screenshots without sources
. Emotional or dramatic claims
. Rumors targeting groups or institutions

9. Good Digital Habits Checklist

v Core Habits
. Pause - Think — Verify

. Desktop verification whenever possible

. Weekly digital cleanup

. Strong password hygiene

. Organized document storage

. Regular backups

. Slow decision-making for money, identity, or reputation

10. Emergency Steps Checklist (If You Fall for a Scam)

v Immediate Actions

. Call 1930

. Contact your bank

. Block UPI/card

. Change passwords

. Document everything

. File report at cybercrime.gov.in

. Reset device if remote access was given
X Do NOT

. Negotiate

. Pay again

. Panic
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. Delete evidence

. Hide the incident from trusted people
11. The Golden Questions (Master Toolkit)
1. Why should I trust this?
Use for messages, calls, links, documents, profiles.
2. Who benefits if I act quickly?
If the answer is “someone else,” be cautious.
3. Does this make sense for this person to ask me?
Most Al and impersonation scams fail this test.
4. Can I verify this from a trusted channel?

If yes, verify. If no, stop.

12. The Golden Habit

Verify Before Forwarding.
Forwarding unverified messages helps scammers.

Verification protects your circle — and your country — from confusion.

c” /) & C\\)
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Notes:
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